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1 Executive Summary 

 The acceptable usage of electronic communications, including the internet and social 1.1
media, will be specified in order to optimise the benefits of these services to the 
Trust, while also protecting the Trust from reputational damage, criticism or litigation, 
and to ensure that users are able to distinguish official corporate Trust information 
from the personal opinion of staff. This policy is supported by appropriate and 
proportional monitoring arrangements. 

 The good practice guidelines and prohibited usage outlined in this policy, apply 1.2
whether staff are using social networking, blogs, video conferencing, email, sms 
texting or other e-communication tools or the internet. 

 Additional specific requirements apply to staff who use electronic communications for 1.3
personal purposes whether in or outside of work, for example social networking, 
blogs or other forms of publishing information and opinions, in order to guard against 
a breach of the Trust’s good conduct guidelines. 

2 Introduction 

 Electronic Communications: In the context of this policy, this term refers to 2.1
sending, posting, publishing, download, or otherwise sharing of digital information by 
staff whether using Trust controlled or other communication systems or the Internet 
including social media systems. Examples are:  

a) Telephone  

b) Text  

c) Fax  

d) Email  

e) Teleconferencing  

f) Video Conferencing (e.g. Skype, FaceTime, Microsoft Teams, Zoom etc.) 

g) Instant Messaging (e.g. WhatsApp etc.) 

h) Bulletin Boards (e.g. Facebook, Twitter) 

i) Social/Business Networking (e.g. Facebook, Twitter, Linked-In)  

j) Blogging (e.g. WordPress)  

k) Personal websites  

l) Bookmarking websites (e.g. Reddit)  

m) News Groups  

n) Video chat applications (e.g. Skype, Microsoft Teams, Zoom, WhatsApp etc.)  

o) Internet Discussion Groups  
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p) Photo or video sharing sites (e.g. You Tube, Flickr)  

q) File sharing (e.g. We Transfer, Drop Box) and more  

 The Trust recognises that the safety and uses of its computers and other electronic 2.2
communications, including portable and mobile device systems, is an integral part of 
its business and commitment to improve the quality of services and the safety of staff 
and members of the public. 

 Staff are now able to gain access, including remotely, to information and work 2.3
systems from multiple devices in numerous locations. It is therefore of vital 
importance to ensure that computer usage and electronic communications, such as; 
e-mail and other forms of communication across the Internet and telecommunications 
networks are effectively managed and that appropriate policies and guidance are in 
place for all staff. 

 Telephone usage (including mobile phones, voice recording devices and voicemail) 2.4
and the use of email, and other forms of electronic messaging are recognised as 
essential tools to support the administration and communication of information, 
including patient information. However the ease of transmission of clinical and 
sensitive corporate information must be constrained by adequate security protocols 
and guidance. 

 The Data Protection Act classifies clinical information as ‘special category data’ 2.5
previously ‘sensitive’ information. This classification places additional requirements 
on organisations and individuals with regard to ensuring the secure processing of 
clinical information. 

 The original Caldicott review in 1997 was commissioned owing to increasing concern 2.6
about the ways that patient information was used in the NHS and the need to ensure 
that confidentiality is not undermined. Two further reviews in 2012 and 2016 have 
continued to strengthen this stance. NHS policy requires that ALL patient related 
information is processed only using secure means. Commercial and academic email 
and messaging services are not considered to be secure, as they do not meet the 
standards required by the NHS or the Data Protection Act 2018. However, by using 
NHSmail, zip files or other means approved by the Trust Information Management 
and Technology (IM&T) department to encrypt information, it can then be sent. 

 In order to ensure patient safety ALL clinical staff are required to regularly review the 2.7
messages in their NHS email accounts, at least on a weekly basis or more frequently 
if required by their role, to ensure that correspondence and messages relating to 
patients are acted on promptly. 

 In relation to periods of absence or leave ‘Out of Office’ messages should be used to 2.8
inform correspondents of alternate contacts for the relevant period.  As a minimum 
this must state the period of absence and the name and contact details (telephone 
and e-mail) of the alternate contact(s). 

 Individuals who knowingly transfer personal confidential data to unsecured services 2.9
are at risk of breaching the Data Protection Act and/or the General Data Protection 
Regulations (GDPR) and may be subject to any penalties that could be imposed. 
Commercial or academic messaging service suppliers will not indemnify users for 
breaches of the Data Protection Act arising from their actions. 
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 Whilst the Trust recognises the individual’s right to a private life, during any use of 2.10
personal email, messaging services, social networking sites or maintenance of 
personal blogs, employees are required to refrain from making any reference to the 
Trust that could bring it into disrepute, or interacting or writing on sites, emails or 
messaging services in a way that could constitute harassment of a third party. Any 
information posted on social networking sites which may bring the Trust into 
disrepute, breach confidentiality or damage working relationships between 
colleagues will be treated as a disciplinary offence. 

 Libel is the publication of a defamatory statement in permanent form, which includes 2.11
publication on the internet. The Trust will undertake swift action if it becomes aware 
of statements posted on websites which may be considered defamatory.  

 Any form of harassment, including defamatory statements or other unacceptable 2.12
content will be treated as a disciplinary offence.  

 Any employee who becomes aware of a statement on a website which could be 2.13
considered defamatory should contact the IT Service Desk with the following 
information: 

a. Their name and contact details 

b. The location of the statement with URL if possible 

c. The nature of the complaint – i.e. why they object to the statement or why they 
are concerned by it 

 The Trust reserves the right to secure the removal of any such statement, and will 2.14
carry out an investigation into how such a statement was posted. 

3 Definitions  

Asset 

Any Trust information system, hardware, software, resource  

Attachment 

A file that is attached to an e-mail message normally considered separate from the body of 
an email message. Attachments can contain malicious software and should be opened with 
care.  

Authorisation 

The granting or denying of access rights to network resources by a set of security 
procedures.  

Authorised User 

An individual, given access to Trust information and systems in accordance with Trust 
procedure e.g. Trust staff, contractors, trainees, auditors, students, locums, and volunteers.  

Blogging 

Using a public website to write an on-line diary (web-log) e.g. Twitter and Linked-in  

Caldicott Guidelines 

A set of standards developed in the NHS by Dame Fiona Caldicott for the management of 
patient information.  
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Electronic Communications 

In the context of this policy, this term refers to sending, posting and publishing, downloading, 
or otherwise sharing of digital information including images etc. by way of Trust controlled or 
other communication systems including social media systems. Examples are Telephone, 
Text, Fax, Email, Teleconferencing, Video Conferencing and Instant Messaging, Bulletin 
Boards, Threads, Social Networking, News Groups, Video/chat applications; (e.g. Skype), 
Electronic Communication Discussion Groups and more.  

Electronic Messaging 

In the context of this policy, this term refers to any message composed, sent, stored by any 
electronic means; including e-mail, SMS texting, voice messaging, digital image, and fax.  

Electronic resource/ Equipment 

This includes servers, PC’s, workstations, laptops, tablet computers, palm top or any PDA 
(personal digital assistant), and network assets and any other peripheral equipment linked to 
the network or which could be linked to the network, and also mobile phones and PDAs 
authorised for use on Trust business which may not be linked to the network but could be 
used to send and receive text messages or other data.  

Electronic mail 

E-mail: Any message, image, form, attachment, data, or other communication sent, 
received, or stored within an electronic mail system. E-mail may be transmitted across 
interconnected networks including the local network linked to the NHS HSCN network which 
is in turn linked to the World Wide Web (the Internet). Misaddressed mail may go to insecure 
locations across the world and be re-sent by the recipients. All email containing special 
category data must be managed according to this policy.  

Encryption in transmission 

NHSmail: A Trust approved mechanism whereby email containing personal special category 
data may be sent between secure email contacts in the NHS community. This email is 
encrypted whilst in transit but not on arrival; it is therefore essential that it is correctly 
addressed.  

Encryption in full 

A Trust IM&T Department approved mechanism whereby email attachments are zipped and 
Encrypted and a password specified. This can be used to send special category data by 
email outside of the NHS community. This email attachment remains encrypted until the 
recipient applies the password required to unlock the attachment. If the email is 
misaddressed, the recipient will not be able to view the email.  

Firewall 

A Firewall is a security mechanism that limits access across a network connection.  

Forum 

Social media platforms (known also by various other names such as discussion boards, 
discussion forum, message board, comments section and online forum) is a general term for 
any online location where you can leave and expect to see responses to messages you 
have left, or you can just read the messages. Many websites include the facility to offer 
discussion boards so that users can share and discuss information and opinions. Popular 
examples include Twitter and Facebook. 

Internet 

A global system connecting computers and computer networks 
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Intranet 

A private network for communication and sharing of information accessible only to 
authorised users within the Trust 

Junk mail 

Unsolicited e-mail messages usually of a commercial nature, chain letters or other 
commercial mass mailings  

Libel 

Libel is the publication of a defamatory statement in permanent form, which includes 
publication on the Internet.  

Malicious software (malware) 

Software deliberately designed to infiltrate and harm a computer or network without the 
owner’s consent; including viruses, Trojan horses, worms, rootkits, spyware, adware, 
Crimeware and others.  

Monitoring 

Monitoring may include the interception of communications, monitoring of systems, logging, 
recording, inspecting and auditing of electronic activity, and the communication of this with 
nominated investigators to satisfy Trust responsibilities and obligations and in accordance 
with the law. (Including the Human Rights Act (Article 9) and the Regulation of Investigatory 
Powers Act (RIPA)  

HSCN 

An unsecured wide area network developed for the NHS and shared by other Trusts. HSCN 
is considered as an insecure private network environment. Requiring that systems and 
services operating across it, need to ensure their own security 

The Trust Network 

Is the infrastructure including cabled and wireless systems; which provides connectivity 
between the computers, servers and peripherals at the Trust.  

NHSmail 

A national, centrally managed email and directory service which is available to all NHS staff 
in England.  

PDA – Personal Digital Assistant 

Any electronic device capable of creating, receiving, transmitting and storing portable data, 
with the ability to connect to, and exchange information with, a PC or laptop computer. This 
includes devices known as:  

 Palm Tops  

 Hand Held computers  

 Psion based devices e.g. the Gemini 

 Smart phones such as Blackberry, I-phone and Android phones 

 Any other make/type of equipment meeting this criteria  
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Phishing 

Pronounced Fishing; is an attempt to fraudulently acquire special categfory data or personal 
information such as credit card details, bank account details, passwords or similar 
information, usually masquerading as a trustworthy source (e.g. a Bank) and usually in order 
to commit identity fraud.  

SIRO 

The establishment of the role, Senior Information Risk Owner (SIRO) required by the Data 
Security Protection Toolkit (DSPT) was one of several NHS Information Governance (IG) 
measures identified to strengthen information assurance controls for NHS information 
assets. 

SMS 

Short Message Service, often referred to as texting to mobile phones  

Social Media 

Social media is the collective of online communications channels dedicated to community-
based input, interaction, content-sharing and collaboration. Websites and applications 
dedicated to forums, microblogging, social networking, social bookmarking, social curation 
and wikis, are among the different types of social media. Examples are Facebook, Twitter, 
linked-in. Social media is becoming an integral part of life online as social websites and 
applications proliferate. Most traditional online media include social components, such as 
comment fields for users.  

Social Networking 

Social Networking is the practice of expanding the number of one's business and/or social 
contacts by making connections through individuals The unparalleled potential of the Internet 
to promote such connections is now being fully recognized and exploited, through Web-
based groups established for that purpose e.g. Facebook, Linked-in  

SOP 

A standard operating procedure document that explains in detail, the most up to date 
procedure and how to use it.  

Special Category Data 

This phrase Special Category Data concerns patient-identifiable sensitive information, 
confidential staff information or other third party confidential information, and business 
sensitive details. Depending upon the circumstances, the following examples can be defined 
as Special Category Data 

 Patient’s name, address, full postcode or date of birth  

 Scan images, photographs, videos, audio-recordings or other images of patients  

 Staff members payroll records 

 NHS number and local patient identifiable codes  

 Other information that may be used to identify a patient directly or indirectly. For 
example, rare diseases, drug treatments or statistical analyses which have very small 
numbers within a small population and may allow individuals to be identified. 

 Personal data revealing racial or ethnic origin. 

 Political opinions. 
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 Religious or philosophical beliefs. 

 Trade union membership. 

 Genetic data and biometric data processed for the purpose of uniquely identifying a natural 

person. 

 Data concerning health. 

 Data concerning a natural person’s sex life or sexual orientation. 

Spoofing 

Forgery of an e-mail so that it appears to have been sent by someone other than the sender 

4 Scope 

 This policy sets out acceptable use (business and personal) of all information and 4.1
electronic communication systems, which includes but is not limited to telephones, 
mobile devices, digital cameras, email, internet access including guest Wi-Fi, 
printer/copiers, instant messaging and the Trust’s desktop and Laptop environment. 

5 Purpose 

 The purpose of this policy is to ensure that users of Trust information systems are 5.1
aware of their responsibilities, to ensure that the Trust complies with relevant 
legislation and to ensure that the reputation of the Trust is not damaged. 

6 Roles and Responsibilities 

 The Trust Board has a legal responsibility for Trust policies and for ensuring that they 6.1
are carried out effectively. 

 This policy is owned by the SIRO and managed & maintained by the Deputy Director 6.2
of IM&T, the Information Security Manager the Senior ICT team and Information 
Governance Lead and Data Protection Officer. 

 The policy applies to all Trust employees and all those who have the right to use 6.3
Trust systems in any capacity. 

6.3.1 Access to Trust systems will not be granted until an appropriate contract which 
explicitly refers to data management, confidentiality, data protection, freedom of 
information and incident management has been signed. It is the responsibility of 
the person commissioning a contract from a third party to ensure that these 
requirements are met. 

 Approval for ‘official’ social media accounts, websites, etc. should be sought from the 6.4
Trust’s Communications and Engagement Team after discussion with the Line 
Manager.  To be of value a social media account must be active and maintained.   
The Communications and Engagement Team have guidance available on what is 
available and how they should be managed. 

 Professional bodies (e.g. RCN, BMA, CIPR, HFMA, etc.) provide a range of guidance 6.5
on social media for those registered either as part of a requirement for their 
employment or on a voluntary basis. 
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 Where staff, have any doubts regarding acceptable use of the internet or of electronic 6.6
communications, please consult this policy, line management, the Information 
Governance team or with Human Resources (HR) for advice. 

7 General Principles 

 Information must be shared 7.1

7.1.1 All electronic communications, in any media or format, that record business 
activity must be saved into Trust systems. Your colleagues need information to be 
shared in order to do their jobs efficiently and effectively and the Trust needs a 
complete record of its activity to produce as evidence in legal action. 

 Risk Assessment: The use of new electronic communication tools for work 7.2
purposes, which are not commonly used within the Trust, must be risk assessed 
(including a Data Protection Impact Assessment) and approved for use at the Trust 
by the Deputy Director of IM&T with the involvement of the Information Security 
Manager the Senior ICT team, Information Governance Sub-Committee and SIRO, 
as appropriate.  

 Staff should be aware that some tools may have features which present risks, for 7.3
example, business social networking tools which include an option to merge address 
books, websites which store content outside the UK, e-communications with patients 
which do not give the Clinician control over planning and initiating the 
communication. 

8 Rules that apply 

 Do not access, create, send, forward, copy, post, or distribute any material (including 8.1
information, questions, opinions, or images), which is libellous, defamatory, 
derogatory, pornographic, sexually explicit, obscene, indecent or extreme, or which is 
discriminatory or harassing, or includes hostile material relating to gender, sex, race, 
sexual orientation, religious or political convictions or disability, or incitement of 
hatred, violence, terrorism or any illegal activity. Ask yourself “Would I like this 
content to be attributed to me in a Court of Law?” 

 Do not knowingly send or post material which causes distress or offence to another 8.2
user. Senior Trust management is the final arbiter on what is or is not offensive 
material, or what is or is not permissible access (other than for instances which 
demand criminal investigation). 

 In addition, staff must not send or post communications which encourage behaviour 8.3
that could be linked to safeguarding issues, for example: 

a. Bullying 

b. Luring, grooming and exploitation 

c. Theft of personal information 

d. Encouraging self-harm or violence 

e. Glorifying activities such as excessive drinking or eating or illegal drug taking 
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9 Bullying and Harassment 

 Where staff are harassed, bullied or victimised by a message or post from another 9.1
member of staff or from a patient or visitor, whether inside or outside of work, and, 
the individual does not respond to an initial request for the activity to stop, please 
refer to the Trust’s Bullying and Harassment Policy for further guidance. 

 Where offensive or defamatory comments about members of staff are shared in any 9.2
public forum, action will be taken to discuss the issues with the individual sharing the 
comments and legal advice may be sought and action taken where necessary. 

 Staff who consider themselves to be at risk of receiving inappropriate or obsessive 9.3
attention from patients via social networking sites should refer to the Bullying and 
Harassment Policy on the intranet for further guidance. 

10 Accidental Access/Download 

 In the case of accidental access to material of an offensive, sensitive or illegal nature, 10.1
or to other material which may be considered inappropriate in nature, note the time 
and web site address, exit from the site, inform a Senior Manager (or nominated 
deputy). If you accidentally download or otherwise receive such material, inform the 
ICT Service Desk and your line manager immediately on becoming aware of the 
content. 

 Be aware that content of many internet websites is not monitored or vetted.  10.2
Innocuous seeming content, for example on streaming media sites such as ‘You 
Tube’, may unknowingly hold content of an offensive, sensitive or illegal nature. 

 If such material is accidentally downloaded or accessed or otherwise received in a 10.3
personal capacity using non-NHS equipment or services but via guest Wi-Fi, you are 
advised to exit from the material immediately, raise a report through DATIX (ensuring 
that you include the web page address, date and time). Delete any offensive content 
downloaded. Under no circumstances should you access the content for extended 
periods or send or forward or otherwise distribute content of this type. 

11 Appropriate Use of Communication Technology 

 The Trust wishes to embrace the use, by staff, of social media, interactive and 11.1
collaborative websites and tools that empower staff to interact online in a way that is 
consistent, transparent and relevant to the benefit of Trust business objectives. 

 The Trust recognises that Electronic Communications are for many, an essential part 11.2
of modern life, and are widely used outside the world of work. The increasingly 
blurred line between ‘corporate social networking’ and ‘personal social networking’ 
however, means that messages posted through personal accounts that are public, 
may breach organisational policy if they misrepresent or bring the Trust into 
disrepute. For example: if you are identifiable as a ‘Trust member of staff’ when using 
social networking tools or when commenting on Trust related matters in a public 
forum. 
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 Staff are reminded that where there are reasonable grounds to believe that an 11.3
employee has, for example in blogs or on social networking sites, published material 
which brings the Trust into disrepute, or is libellous or defamatory or harassing, or 
breaches the NHS Confidentiality Code of Practice or NHS Constitution, or damages 
working relationships, or seeks to misrepresent the Trust, or is otherwise in breach of 
professional or of reasonable conduct guidelines, then this could be viewed as 
misconduct and therefore be subject to Trust disciplinary procedures.  

12 Personal Use 

 Limited personal use of Trust electronic communication facilities (e.g. access to the 12.1
internet from your NHS or personally owned device, or use of the Trust email 
system), is permitted as a benefit where available and provided this does not 
interfere with the performance of duties, infringe upon work time, or in any way 
damage the reputation of the Trust. Personal usage must be of limited duration and 
frequency; must be confined to use during an employee’s unpaid breaks; and should 
not take place during paid contracted hours. Personal usage must not overburden the 
system or create unreasonable expense. 

 If required, consult with your line manager to confirm the definition of ‘limited personal 12.2
use’ of electronic communications. Users may be asked to justify the number of 
messages or time spent on personal use of these services. 

 In using NHS facilities for personal purposes, the user should be aware that personal 12.3
privacy cannot be guaranteed. Other means of communication should be chosen for 
communications or activities, which staff consider to include personal confidential 
data and which they wish to keep private. 

 Occasional and reasonable personal use is a privilege and not an entitlement and 12.4
this privilege may be withdrawn at any time, either for specific individuals or for all 
employees of the Trust. 

 The Trust reserves the right to investigate; taking all necessary measures, any usage 12.5
impacting network effectiveness or efficiency, and reserves the right to limit further 
personal access to Internet and other electronic communication services. 

 Be aware that the Internet is fundamentally insecure and therefore, personal 12.6
confidential data in relation to the business of the Trust and/or special category data 
of patients, staff or others must never be disclosed other than through secure routes. 

 Personal related messages or posts sent via the Trust e-communication systems 12.7
should be marked as “PERSONAL” (e.g. in the email subject line) to enable access 
to work-only messages in the case of sickness or absence. Privacy cannot be 
guaranteed but marked messages will be regarded as such and efforts made to 
ensure that they are accessed only where it is reasonable and proportional to do so, 
for example, in relation to allegations of bullying or harassment or to a criminal 
investigation. 

 Any personal social media postings which might otherwise be construed as being 12.8
representative of the Trust should include a statement to the effect that it is sent or 
posted in a personal capacity and is not representative of the Trust.  Where 
individuals identify themselves as NHS or Trust employees it is important that profile 
information includes a statement to say that opinions are owned by the individual e.g. 
‘The views here expressed are entirely my own and not those of my employer’ 
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13 Transmission or digital transfer of Special Category Data 

 Personal confidential data sent on behalf of the Trust, must be encrypted before 13.1
transmission across the Internet. Staff must follow Trust guidelines when sending 
personal confidential data or other special category data across internal networks, 
HSCN, the Internet, or via any services or electronic resource/equipment. Please 
refer to your line manager for initial advice. 

 The NHS Confidentiality Code of Practice and NHS Constitution apply at all times 13.2
and posting of personal confidential information for which the Trust is responsible (i.e. 
patient or staff information) for example via blogs, business social networking sites, 
or personal social networking sites is expressly forbidden. 

14 Information Governance Requirements for Staff on the use of Instant 
Messaging Software (e.g. WhatsApp Telegram, Viber etc.) 

 Remember 14.1

14.1.1 Only use applications where the supplier is registered with the Information 
Commissioner. To do this, first google to find the owner of the app that you are 
considering and then check to see if the owner is registered, by typing their name 
in here: https://ico.org.uk/ESDWebPages/Search 
 
e.g. If you are interested in using Viber, first, carry out a Google search at 
www.google.co.uk to identify “Who owns Viber?” and the Google results will show 
that Viber is owned by Rakuten. Then click on the above link to open the Data 
Protection public register page on the ICO’s website. Then type in Rakuten as 
shown below and then click “Search Register” button: 
 

 
 
The results will look something like the image below, which confirms that Rakuten 
are registered in the UK with the ICO, making Viber acceptable for use. 
 

 

https://ico.org.uk/ESDWebPages/Search
http://www.google.co.uk/
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14.1.2 You must follow Trust policies in relation to mobile devices and instant messaging. 

14.1.3 When using mobile apps for work communications, losing your device will now 
have professional as well as personal ramifications 

14.1.4 The security features of an app help to ensure that messages stay private 
between you and the intended recipients. The following features are particularly 
important if your message contains a patient’s identity or information that could 
potentially be used to identify a patient 

 Encryption  14.2

14.2.1 You must ensure that the app meets the current NHS end-to-end encryption 
requirement of AES 256. 

 End-user verification 14.3

14.3.1 You must ensure that the app verifies that people using the app are indeed who 
they say they are. 

 Passcode protection 14.4

14.4.1 Your mobile device must have access protection enabled e.g. the device must 
require a password, fingerprint scan etc. to unlock the device.  

14.4.2 If the application has access protection, this must also be enabled. 

 Remote-wipe 14.5

14.5.1 Can the messages be removed if the device is lost, stolen? If they can, document 
the process and carry it out immediately if the device is lost or stolen. 

 Records Management 14.6

14.6.1 Minimise the amount of patient identifiable data you communicate via mobile 
messaging applications 

14.6.2 Instant messaging does not change your responsibility to maintain a 
comprehensive medical record.  

14.6.3 Do not use the instant messaging conversation as the formal medical record. 
Instead, keep separate clinical records and delete the original messaging notes 
within 24 hours of the original message being sent/received. 

14.6.4 Any advice you receive on instant messaging should be transcribed and attributed 
in the medical record.  

 Message retention 14.7

14.7.1 Does the app allow automatic deletion of messages after a set period of time? If it 
does, you must set the retention period to 24 hours. 

14.7.2 If the device does not support automatic deletion, you must delete all data stored 
in the application within 24 hours of creation. 
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 Device Settings 14.8

14.8.1 Don’t allow anyone else to use your device. 

14.8.2 Set your device to lock out after a short period of not being used. 

14.8.3 Disable message notifications on your device’s lock-screen. 

14.8.4 Enable remote-wipe features in case your device is lost or stolen. 

 App Usage 14.9

14.9.1 Ensure you are communicating with the correct person or group, especially if you 
have many similar names stored in your personal device’s address book. 

14.9.2 If you are an instant messaging group administrator, take great care when 
selecting the membership of the group, and review the membership regularly. 

14.9.3 Switch on additional security settings such as two-step verification, where 
available. 

14.9.4 Review any links to other apps that may be included with the instant messaging 
software and consider whether they are best switched off. 

14.9.5 Separate your social groups on instant messaging from any groups that share 
clinical or operational information. 

14.9.6 Unlink the app from your photo library. 

15 Investigation process 

 All information and documents and all e-messages or communications, including 15.1
SMS, faxes and images, accessed, created, received, sent, stored or posted by an 
individual, on or via the network, or via any electronic resource authorised for use for 
Trust purposes or attached peripherals may be subject to audit, inspection, 
disclosure or removal by the Trust or qualified IT Assurance personnel.  

 The only exception to the above principle is material obtained by union officials 15.2
working in their official capacity for union purposes. Union related e-messages should 
be marked as ‘UNION’ in the subject line.  

 Individuals with authorised access to confidential clinical information are bound by 15.3
the principles of GDPR, the Data Protection Act, the NHS Confidentiality Code of 
Practice and the NHS Constitution and by their individual contract of employment to 
maintain patient confidentiality.  

 Qualified IT Assurance leads are required to comply with NHS Internal Audit 15.4
Standards in relation to all their work and will comply with the Police and Criminal 
Evidence Act (1984) in undertaking any investigation. 
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16 Best Practice Requirements 

Applicable in all circumstances (i.e. business or personal use; at work or outside of work) 

 Verbal and written agreements can be contractually binding. Do not inadvertently 16.1
enter into a contract with a third party on behalf of the Trust without the written 
authority to do so, and ensure that appropriate advice has been sought before 
entering into such agreements. 

 Legislation differs between countries and may be interpreted where the information is 16.2
received. Ensure that you or the Trust does not become inadvertently liable for 
advice given by e-communications and Internet pages. 

 Be aware that emails, other e-communications and electronic documents can be 16.3
required to be produced in court by a court order – deleted documents may still exist 
in back-ups, recycle bins, or deleted folders and so can be produced. N.B. Deletion 
after the commencement of legal proceedings may be viewed as contempt of court. 

 When posting information for example on social/ business networking sites, ensure 16.4
the expected privacy settings and controls are in place. 

 Phishing (pronounced fishing) is an attempt to fraudulently acquire special category 16.5
data or personal information such as credit card details , bank account details, 
passwords or similar information, usually masquerading as a trustworthy source (e.g. 
a Bank) and usually in order to commit identity fraud. The Trust cannot prevent 
receipt of all such email/ website links at work, and users are equally as vulnerable at 
home. Be vigilant; never reply to such e-communication requests. Instead, delete 
them immediately. 

 Ensure you have strong password protection on your personal and work accounts, 16.6
including social networking and web accounts. Examples of strong passwords are: 
Bookfour6teep; complicatedEasy1, Iwillneverrememberthis1, etc. 

 Passwords that are 17 or more characters long, such as Iwillneverrememberthis1 are 16.7
far more secure than complex passwords such as gH4y6T&, as the time taken to 
attack a password of 17 or more characters is over 10,000 years. 

 Never use the same password[s] at work as those used for personal accounts. 16.8

 NHS Staff, including ICT staff, will never ask for your password. You should keep this 16.9
confidential. If you receive an email asking for such information, do not reply to it, or 
click on any link or attachment within in the email. Just delete the email. 

 If a member of staff is contacted directly or indirectly by press or other media group 16.10
about anything Trust-related they have written or posted or to request other 
information or an interview, they should notify their line manager and the 
Communications and Engagement Team as soon as possible and prior to providing 
an interview or comment. 

 Respect copyright, fair use, data protection, defamation, libel, financial disclosure 16.11
law. 

 Be aware that people who join networks and participate in groups may be colleagues, 16.12
clients, journalists, suppliers, or patients, or may not be who they say they are.  This 
is particularly relevant to small isolated areas such as the Isle of Wight. 
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 Staff may not take or publish photographs of patients, staff, visitors or volunteers on 16.13
NHS premises, other than in accordance with this policy. To do so could constitute a 
breach of confidentiality and good conduct guidelines. 

17 Best Practice: When using Trust approved equipment and services 

 When using these services for work purposes, identify yourself honestly and 17.1
accurately and ensure that your details are kept up to date. Do not purport to be 
someone else when using electronic communications and Internet services. 

 Do not seek to by-pass Trust approved and authorised login where provided (e.g. 17.2
Trust Internet accounts). 

 Notify your line manager, and the ICT Service Desk if you suspect your Trust 17.3
approved social media account or any other Trust e-communication account has 
been ‘hacked’. That is if you think the username and password for the site/account 
have been compromised and/or unexplained contributions to the site/ system or 
service are coming from someone purporting to be you or from the Trust. 

 NHS written communications should support and uphold the principles and values set 17.4
out in the NHS Constitution. They should be clear, concise, straightforward, honest, 
open, professional, respectful and accessible1.  If you have been authorised to 
publish information on behalf of the Trust you must follow the specific advice 
provided and should: 

r) Communicate in a polite, professional and transparent manner 

s) Make it clear that you are publishing on behalf of the Trust 

t) Never reveal confidential information 

u) Ensure your posts are within the remit of the business objectives set out 

v) Follow agreed process for peer review and publication of posts 

 Ensure that the address of the intended recipient of a person’s to person’s e-17.5
message (e.g. fax, text, email) is correct. Where possible; use the address book 
information.  

 Send work related e-communications with appropriate identifying details. Work 17.6
emails for example should include your name, role, telephone number, e-mail 
address and service address 

 Ensure that when using calendar services (e.g. Microsoft Outlook) special category 17.7
data appointment information is shielded from colleagues who are without the ‘need 
to know’.  

 Mark private calendar appointments as private.  17.8

                                                
 
1
 NHS Identity Guidelines, Tone of voice (https://www.england.nhs.uk/nhsidentity/identity-

guidelines/tone-of-voice/) 



 
 

Title: Electronic Communications Policy  
Version No 4.0   Page 19 of 30 
 

 Do not use SMS texting facilities for transmission of personal confidential information 17.9
unless a local Trust approved procedure exists for your service.  

 Electronic messages containing data relating to patients or to staff should be stored 17.10
in the patient/staff records. Such data could be subject to Subject Access requests 
under the Data Protection Act and staff should be mindful of this.  

 Where retention of electronic message information is required in compliance with the 17.11
Freedom of Information Act or for other valid business reasons, this should be 
appropriately stored.  

 When using portable devices, including personal devices authorised for use for work 17.12
purposes, you must comply with the Trust Remote and Mobile Working Policy. Loss 
or theft of any portable device must be reported immediately through the ICT Service 
Desk, and via the Trust’s incident reporting process. Always state if the device gives 
access to Trust owned personal confidential information whether in clinical systems, 
local web systems, or Trust email.  

 Exercise caution and restraint in the use of services in different environments, in 17.13
particular:  

a) Comply with Trust policy and the law for use of equipment whilst driving. The 
use of mobile phones and PDAs whilst driving is forbidden by law. 

b) Consult with your line manager before using NHS equipment for personal 
purposes for example whilst working on a reception desk, as public 
perception must be managed appropriately. 

c) Where staff take photographs, using any device, as part of their role at the 
Trust e.g. of a wound etc. care must be taken to exclude patient identifiable 
data (PID) and other special category data i.e. HR documents, finance 
information, contracts and other special category data from the image. If any 
of these are inadvertently included in the photograph, the image must be 
deleted.  

d) The use of NHS ICT equipment and services for private work resulting in 
personal commercial gain is not permitted unless approved by the Trust 

e) The use of NHS ICT equipment and services for private advertising is not 
permitted unless approved by the Trust 

f) Access to Trust information and services must be via Trust approved 
equipment and mechanisms only. Such equipment must be used from a 
secure location. This means for example, that you may not access information 
and services other than NHS.net mail via an Internet café’s systems 
(excepting the Cyber Café at St. Mary’s). 

g) Exercise caution and restraint when using services to ensure that the integrity 
of the Trust network is not compromised. 
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h) If there is any doubt about the origin or content of an electronic 
communication or attachment or; if any suspicion arises when using 
messaging or Internet services, delete the suspicious item. Opening suspect 
email attachments e.g. from unknown or suspicious senders, or with unusual 
attachment file names, or accessing seemingly innocent websites can result 
in serious malware or virus infection. 

i) Where there is shared drive access, emails that need to contain a document, 
should reference the document with a link to a shared drive rather than 
attaching the document itself.  

j) Be aware that e-communications, including personal communications and 
internet access, crossing the Trust network are logged. Logs are captured 
and stored and may be subject to review and investigation.  

k) Be aware that some e-communications (e.g. email) may be disclosed to 
individuals or outside agencies as required by Data Protection, or Freedom of 
Information, or any other statutory or legal duty imposed upon the Trust.  

l) As contact details disclosed to commercial organisations may be passed on, 
generating ‘junk’ mail, limit such disclosures to requests for specific 
information, goods or services. 

 Ensure the Health and Safety Executive guidance on rest breaks for eyes is not 17.14
breached in favour of personal use of electronic services during breaks or outside of 
normal working hours. Take small breaks away from your screen. 

18 Best Practice: Use of e-Communications tools/systems for clinical 
purposes 

 When planning or initiating the use of tools and systems which will enable direct 18.1
electronic communications and consultations with patients ensure that a Data 
Protection Impact Assessment (DPIA) has been undertaken, and where relevant, a 
service specific policy, Information Sharing Agreement and documented SOP is in 
place. 

 Services or clinicians wishing to adopt this approach should first consult with their 18.2
Service Director or a nominated deputy and may wish to consult further with the 
Information Governance Lead Officer and SIRO. 

 Where a dedicated patient communication system is proposed (e.g. video 18.3
consultation) ensure that: 

a. the mechanism has been risk assessed (including a DPIA) from a security and 
governance, including clinical governance, viewpoint, and approved by the Trust 
SIRO, 

b. the mechanism as far as is possible, places initiation and control of the 
communication with the clinician, 

c. the contact takes place in environments which are controlled as far as is 
necessary according to the nature of the appointment/consultation, 
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d. there is provision to ensure a face to face consultation or other intervention if a 
patient care emergency should arise or if the electronic system fails, 

e. the consultation is appropriately documented in the patient record and 
extraneous recordings are archived or deleted as appropriate, 

f. the patient has been made aware of the limitations and any risks (including 
information security risks) which are associated with a remote/electronic 
consultation, 

g. the process is supported by written policy and SOP, including documented 
consents where necessary, 

h. regular reviews are scheduled to ensure that usage of the tool is not expanded to 
other patients / patient groups / conditions without a full risk assessment having 
taken place, 

i. regular assessment on the impacts of these type of communication on the 
Network will be built into the risk assessment and benefits realisation processes. 

 Reasonable conduct shall be followed when using e-communication facilities. Staff 18.4
should note for example, that emails carry the same weight in a court of law as do 
letters on headed paper, and must be approached in the same considered and 
professional way. 

 Some categories of internet site will be blocked, so as to prevent accidental access, 18.5
or to protect the network. If access is required for business use users should contact 
their line manager (or nominated deputy) to escalate the request to the ICT Service 
Desk for technical review. As long as it is safe to do so, and the business reason is 
justified, access will be provided. 

19 Best Practice: Personal Use of Social Media (during unpaid breaks or 
outside of work)  

 Staff writing a personal blog, should adhere to the guidance given and if the blog 19.1
touches on any work related matters, add a disclaimer such as: “The views here 
expressed are entirely my own and not those of my employer.”  

 For sites such as LinkedIn where personal and professional references are the focus: 19.2
Where staff present themselves as a Trust employee, professional references about 
any current or former employee, contractor, vendor or contingent worker must not be 
provided. Staff may provide a personal reference or recommendation for current or 
former Trust employees, contractors, vendors and contingent workers provided that 
the reference is factually accurate; and a disclaimer is included to the effect that: 
“The views here expressed are entirely my own and not those of my employer.”  

20 Always Remember 

 Do not permit access to Trust sites/ accounts to any unauthorised person.  20.1

 Do not ‘hack’ sites or accounts, or make unauthorised modification of computer data.  20.2
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 Do not use social media to ‘whistle blow’ without first raising concerns through the 20.3
proper channels including the Trusts Raising Concerns / Whistleblowing policy.  Be 
aware that the Public Interest Disclosure Act 1998 gives legal protection to those with 
such concerns.  

 Do not route communications at work to by-pass system logging or audit functionality. 20.4

 Do not disguise the sending addresses; and do not send or post communications 20.5
purporting to be someone else. 

 Do not attempt to introduce computer viruses via email messages, web links or 20.6
attachments or forward, send or post spam, chain mail, jokes or other frivolous 
material. 

 Do not attempt to disable or remove the virus protection software or other preinstalled 20.7
software on Trust systems. 

 Do not attempt to overload or disable the computer system or network. Intentional 20.8
introduction of files which cause computer problems could be prosecutable under the 
Computer Misuse Act. 

 Do not waste or unfairly monopolise resources by engaging in forums or social 20.9
networking that involve uploading and downloading large files, including streaming 
audio and/or video files, or otherwise creating unnecessary loads on network traffic. 

 Follow Trust system specific policy and guidance when processing personal 20.10
confidential information for work purposes (e.g. e-consultations and email). 

 Do not use electronic services to interfere with the business of the Trust or to 20.11
distribute personal special category data or business confidential material. 

 Do not send personal messages to a large number of recipients (no more than your 20.12
own department), or send spam or bulk unsolicited emails. 

 Do not subscribe to forums or register on websites for personal purposes using a 20.13
work email address. 

 Do not represent personal opinions as that of the Trust 20.14

 Do not agree to a licence or download any material for which a fee is charged without 20.15
first obtaining the express written permission of the Trust. 

 The auto-forward feature of Microsoft Outlook must never be used to automatically 20.16
forward mail to other NHS Trusts, or to email addresses external to the NHS, 
including personal Internet home accounts and University accounts, or to your 
NHSmail account. The originator of a business message and the Trust has the right 
to assume that sending an e-mail to an NHS address should result in that e-mail 
terminating within the NHS environment, ideally at the formal location of the 
addressee or their deputy.  
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21 Internet and Electronic Communications Etiquette 

 The NHS Identity Guidelines2 set out the approach to tone for communication: 21.1

21.1.1 The quality of your written communications affects both the reputation of your 
NHS organisation, partnership or service and people’s confidence in it. 

21.1.2 NHS written communications should support and uphold the principles and values 
set out in the NHS Constitution. They should be clear, concise, straightforward, 
honest, open, professional, respectful and accessible. 

21.1.3 If you are writing to patients and the public, make sure your style is both personal 
and direct. Your written communication should be capable of being spoken out 
loud and sound as if it is being addressed to an individual. 

21.1.4 When communicating about difficult subjects, your tone should communicate 
genuine understanding and respect. The listener or reader should feel empowered 
and informed. 

21.1.5 If you are writing about complex subjects, use words which are as simple and 
accessible as possible. Avoid jargon, acronyms and unnecessary technical 
language. 

21.1.6 The Plain English Campaign provides information and advice on writing clear, 
concise public information. Visit the Plain English Campaign website for more 
details. 
 

 Adopt a polite, professional and common sense approach to electronic 21.2
communications. 

 Your message or post should: 21.3

a. Be pertinent, professional and polite 

b. Be succinct, with a clear beginning, middle, and end 

c. Be specific, if you expect the recipient to undertake work or join a group – request 
a response 

d. Include a meaningful subject line 

e. Be addressed with care and re-checked 

f. Be targeted accurately. Avoid large distribution lists 

g. Follow reasonable conduct, authorisation and vetting procedures 

h. Have good grammar and spelling 

 NB. Emails carry the same weight in court as letters on headed note paper  21.4

                                                
 
2
 NHS Identity Guidelines, Tone of voice (https://www.england.nhs.uk/nhsidentity/identity-

guidelines/tone-of-voice/)  

https://www.england.nhs.uk/nhsidentity/identity-guidelines/tone-of-voice/
https://www.england.nhs.uk/nhsidentity/identity-guidelines/tone-of-voice/
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 When adding a new recipient to an email chain, explain to them why they have been 21.5
added and summarise what they need to know 

 Reference the link, do not send a document if there is a shared drive or website URL 21.6

 Use the telephone or speak face to face for an immediate response 21.7

 Reduce junk mail – think twice before sharing your email address 21.8

 Print messages only when essential 21.9

 Regularly delete/archive mailbox items 21.10

 Suspicious email? Delete it. Do not forward it to ICT 21.11

 Inform the ICT Service Desk of illegal or offensive material received from within the 21.12
NHS 

 Switch off your Email ‘Preview Pane’ to reduce virus infection risk (in the View menu 21.13
in Outlook) 

 Beware fake/hoax virus warnings. Do not forward them. 21.14

22 Consultation 

 This Policy has been circulated to all Information Asset Owners, the Information 22.1
Governance Sub-Committee (IGSC), Partnership Forum, Local Negotiating 
Committee (LNC) and the Communications and Engagement Team for comment 
prior to seeking formal ratification and approval. 

 The IGSC was consulted on the changes for this version. 22.2

23 Training 

 There is no training requirement identified within this policy. 23.1

24 Monitoring Compliance and Effectiveness 

 The IGSC are tasked with monitoring compliance with this policy, and will exception 24.1
report to the Assurance Risk and Compliance Committee. 

 This Policy will be held on the Trusts Policy Database. It will be publicised in the 24.2
weekly team brief and e-bulletin. 

 The effectiveness of this policy will be monitored by the IGSC. 24.3

 IM&T will report to the Information Governance department any breaches of security 24.4
or misuse of electronic systems highlighted through system monitoring or reporting. 
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 Where an IG incident arises that breaches this policy an incident form will be 24.5
completed and reviewed by the SIRO, IG Lead and Caldicott Guardian for immediate 
action where required, with follow up review at the next IGSC meeting to agree 
lessons learned and mitigation options for the risk of re-occurrence. 

 This policy will be evaluated and updated in line with any actions or improvements 24.6
required as a result of Information Security Management System (ISMS) monitoring 
outcomes, also as directed by any local and national guidance. These changes will 
be reviewed by the IGSC, Policy Management Sub-Committee and Board of 
Directors before implementing and updating staff. 

25 Links to other Organisational Documents 
 

 ICT Acceptable Use Policy 

 Information Security Policy 

 Disciplinary and Dismissal policy 

 Incident Management policy 

 Bullying and Harassment Policy IOW 

 Conduct, Capability, Ill Health and Performance for Medical Staff policy 

26 Appendices 

Appendix A – Financial and Resourcing Impact Assessment on Policy Implementation 

Appendix B – Equality Impact Assessment (EIA) Screening Tool 
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Appendix A 

  
Financial and Resourcing Impact Assessment on Policy Implementation 

 
NB this form must be completed where the introduction of this policy will have either a 
positive or negative impact on resources.  Therefore this form should not be completed 
where the resources are already deployed and the introduction of this policy will have no 
further resourcing impact. 

 

Document 
title 

Electronic Communications Policy 

 

Totals WTE Recurring  
£ 

Non 
Recurring £ 

Manpower Costs   N/A N/A N/A 

Training Staff  N/A N/A N/A 

Equipment & Provision of resources  N/A N/A N/A 

 
 
Summary of Impact:  
 
Risk Management Issues:   

Benefits / Savings to the organisation:   
 
Equality Impact Assessment 
 
 Has this been appropriately carried out?    YES  
 Are there any reported equality issues?    NO 
 
If “YES” please specify:  
 

Use additional sheets if necessary. 
 
 
 
Please include all associated costs where an impact on implementing this policy has been 
considered.  A checklist is included for guidance but is not comprehensive so please ensure 
you have thought through the impact on staffing, training and equipment carefully and that 
ALL aspects are covered. 

Manpower WTE Recurring £ Non-Recurring £ 

 
Operational running costs 

N/A N/A N/A 

     

Totals:     

 

Staff Training Impact Recurring £ Non-Recurring £ 

    

Totals: N/A N/A 
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Equipment and Provision of Resources Recurring £ * Non-Recurring £ 
* 

Accommodation / facilities needed N/A N/A 

Building alterations (extensions/new) N/A N/A 

IT Hardware / software / licences  N/A N/A 

Medical equipment N/A N/A 

Stationery / publicity N/A N/A 

Travel costs N/A N/A 

Utilities e.g. telephones  N/A N/A 

Process change N/A N/A 

Rolling replacement of equipment N/A N/A 

Equipment maintenance N/A N/A 

Marketing – booklets/posters/handouts, etc. N/A N/A 

   

Totals: N/A N/A 

 

 Capital implications £5,000 with life expectancy of more than one year. 
 

Funding /costs checked & agreed by finance: N/A 

Signature & date of financial accountant: N/A 

Funding / costs have been agreed and are in place: N/A 

Signature of appropriate Executive or Associate Director: N/A 
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Appendix B 
 

 
 

Equality Impact Assessment (EIA) Screening Tool 

 
 

1. To be completed and attached to all procedural/policy documents created within 
individual services. 

2. Does the document have, or have the potential to deliver differential outcomes or 
affect in an adverse way any of the groups listed below?  

 If no confirm underneath in relevant section the data and/or research which provides 
evidence e.g. JSNA, Workforce Profile, Quality Improvement Framework, 
Commissioning Intentions, etc. 

 If yes please detail underneath in relevant section and provide priority rating and 
determine if full EIA is required. 

 

Gender 

 Positive Impact 
Negative 
Impact 

Reasons 

Men 

N/A N/A Sets out how the Trust required 
behaviour for all people 
electronically communicating at 
the Trust and offers guidelines 
for home use. 

Women 

N/A N/A Sets out how the Trust required 
behaviour for all people 
electronically communicating at 
the Trust and offers guidelines 
for home use. 

Race 
Asian or Asian British 
People 

N/A N/A Sets out how the Trust required 
behaviour for all people 
electronically communicating at 
the Trust and offers guidelines 
for home use. 

Document Title: Electronic Communications Policy 

Purpose of document 
Sets out the Trusts expectations and requirements when 
communicating electronically 

Target Audience All staff 

Person or Committee undertaken 
the Equality Impact Assessment 

Carl Moreira-Smith 
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Black or Black British 
People 

N/A N/A Sets out how the Trust required 
behaviour for all people 
electronically communicating at 
the Trust and offers guidelines 
for home use. 

Chinese people  

N/A N/A Sets out how the Trust required 
behaviour for all people 
electronically communicating at 
the Trust and offers guidelines 
for home use. 

People of Mixed 
Race 

N/A N/A Sets out how the Trust required 
behaviour for all people 
electronically communicating at 
the Trust and offers guidelines 
for home use. 

White people 
(including Irish 
people) 

N/A N/A Sets out how the Trust required 
behaviour for all people 
electronically communicating at 
the Trust and offers guidelines 
for home use. 

 

People with Physical 
Disabilities, Learning 
Disabilities or Mental 
Health Issues 

N/A N/A Sets out how the Trust required 
behaviour for all people 
electronically communicating at 
the Trust and offers guidelines 
for home use. 

Sexual 
Orientat
ion 

Transgender 

N/A N/A Sets out how the Trust required 
behaviour for all people 
electronically communicating at 
the Trust and offers guidelines 
for home use. 

Lesbian, Gay men 
and bisexual 

N/A N/A Sets out how the Trust required 
behaviour for all people 
electronically communicating at 
the Trust and offers guidelines 
for home use. 

Age 

Children  
 

N/A N/A Sets out how the Trust required 
behaviour for all people 
electronically communicating at 
the Trust and offers guidelines 
for home use. 

Older People (60+) 

N/A N/A Sets out how the Trust required 
behaviour for all people 
electronically communicating at 
the Trust and offers guidelines 
for home use. 

Younger People (17 
to 25 yrs.) 

N/A N/A Sets out how the Trust required 
behaviour for all people 
electronically communicating at 
the Trust and offers guidelines 
for home use. 

Faith Group 

N/A N/A Sets out how the Trust required 
behaviour for all people 
electronically communicating at 
the Trust and offers guidelines 
for home use. 

Pregnancy & Maternity 

N/A N/A Sets out how the Trust required 
behaviour for all people 
electronically communicating at 
the Trust and offers guidelines 
for home use. 
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Equal Opportunities and/or 
improved relations 

N/A N/A Sets out how the Trust required 
behaviour for all people 
electronically communicating at 
the Trust and offers guidelines 
for home use. 

Notes: 
Faith groups cover a wide range of groupings, the most common of which are Buddhist, 
Christian, Hindus, Jews, Muslims and Sikhs. Consider faith categories individually and 
collectively when considering positive and negative impacts. 
 
The categories used in the race section refer to those used in the 2001 Census. 
Consideration should be given to the specific communities within the broad categories such 
as Bangladeshi people and the needs of other communities that do not appear as separate 
categories in the Census, for example, Polish.  
 
3. Level of Impact  
 
If you have indicated that there is a negative impact, is that impact: 

  YES NO 

Legal (it is not discriminatory under anti-discriminatory law) N/A N/A 

Intended N/A N/A 

 
If the negative impact is possibly discriminatory and not intended and/or of high impact then 
please complete a thorough assessment after completing the rest of this form. 
 
3.1 Could you minimise or remove any negative impact that is of low significance?   Explain how 
below: 

N/A 
3.2 Could you improve the strategy, function or policy positive impact? Explain how below: 

N/A 
3.3 If there is no evidence that this strategy, function or policy promotes equality of opportunity or 
improves relations – could it be adapted so it does?  How? If not why not? 

 
 

Scheduled for Full Impact Assessment Date: N/A 

Name of persons/group completing the full 
assessment. 

 

Date Initial Screening completed 24/05/2017 

 


